INTERNAL CONTROL RISK ASSESSMENT EXAMPLE

THE IMPORTANCE OF AN INTERNAL CONTROL RISk ASSESSMENT EXAMPLE

INTERNAL CONTROL RISK ASSESSMENT EXAMPLE PROVIDES A CONCRETE FRAMEWORK FOR UNDERSTANDING AND IMPLEMENTING
ROBUST INTERNAL CONTROLS WITHIN ANY ORGANIZATION. THIS PROCESS IS FUNDAMENTAL TO SAFEGUARDING ASSETS, ENSURING
OPERATIONAL EFFICIENCY, PROMOTING ACCURATE FINANCIAL REPORTING, AND FOSTERING COMPLIANCE WITH LAWS AND
REGULATIONS. WITHOUT A SYSTEMATIC APPROACH TO IDENTIFYING, ANALYZING, AND MITIGATING RISKS, BUSINESSES ARE
EXPOSED TO A MYRIAD OF POTENTIAL VULNERABILITIES THAT CAN LEAD TO FINANCIAL LOSSES, REPUTATIONAL DAMAGE, AND
EVEN LEGAL REPERCUSSIONS. THIS ARTICLE WILL DELVE INTO THE INTRICACIES OF CONDUCTING AN INTERNAL CONTROL RISK
ASSESSMENT, OFFERING PRACTICAL EXAMPLES AND OUTLINING THE KEY STEPS INVOLVED. W/E WILL EXPLORE THE DIFFERENT
TYPES OF RISKS THAT CAN IMPACT AN ORGANIZATION AND DEMONSTRATE HOW A THOROUGH ASSESSMENT CAN LEAD TO MORE
EFFECTIVE CONTROL DESIGN AND IMPLEMENTATION.

TABLE oF CONTENTS

UNDERSTANDING INTERNAL CONTROL Risk ASSESSMENT

Key CoMPONENTS OF AN INTERNAL CONTROL RISk ASSESSMENT
A PrAcTICAL INTERNAL CONTROL RISk ASSESSMENT EXAMPLE
IDENTIFYING AND CATEGORIZING RISKS

ASSESSING RISk LIKELIHOOD AND IMPACT

DEVELOPING AND IMPLEMENTING CONTROL ACTIVITIES
MONITORING AND EVALUATING CONTROL EFFECTIVENESS
BENEFITS OF A PROACTIVE RISk ASSESSMENT

UNDERSTANDING INTERNAL CONTROL RISk ASSESSMENT

AN INTERNAL CONTROL RISK ASSESSMENT IS A SYSTEMATIC PROCESS DESIGNED TO IDENTIFY POTENTIAL THREATS TO AN
ORGANIZATION'S OBJECTIVES. THESE OBJECTIVES CAN SPAN FINANCIAL REPORTING, OPERATIONAL EFFICIENCY, AND COMPLIANCE
WITH STATUTES AND REGULATIONS. THE ASSESSMENT INVOLVES EVALUATING THE LIKELIHOOD OF A RISK OCCURRING AND THE
POTENTIAL IMPACT IT COULD HAVE ON THE BUSINESS. BY UNDERSTANDING THESE VULNERABILITIES, ORGANIZATIONS CAN
PROACTIVELY IMPLEMENT OR ENHANCE THEIR INTERNAL CONTROL SYSTEMS TO MITIGATE THESE RISKS. THIS PROACTIVE
APPROACH IS FAR MORE EFFECTIVE AND COST-EFFICIENT THAN REACTING TO PROBLEMS AFTER THEY HAVE MATERIALIZED.

THE CORE PURPOSE OF AN INTERNAL CONTROL RISK ASSESSMENT IS TO PROVIDE MANAGEMENT WITH A CLEAR PICTURE OF WHERE
THE ORGANIZATION IS MOST VULNERABLE. THIS INSIGHT ALLOWS FOR THE PRIORITIZATION OF RESOURCES TOWARDS THE MOST
CRITICAL AREAS, ENSURING THAT CONTROL MEASURES ARE TAILORED TO ADDRESS SPECIFIC THREATS. IT's NOT ABOUT
ELIMINATING ALL RISK, WHICH IS AN IMPOSSIBLE FEAT, BUT ABOUT MANAGING RISK TO AN ACCEPTABLE LEVEL. THIS INVOLVES A
CONTINUOUS CYCLE OF IDENTIFICATION, ANALYSIS, AND MITIGATION, ENSURING THAT THE CONTROL ENVIRONMENT REMAINS
DYNAMIC AND RESPONSIVE TO THE EVOLVING BUSINESS LANDSCAPE.

Key CoOMPONENTS OF AN INTERNAL CONTROL RISk ASSESSMENT

A COMPREHENSIVE INTERNAL CONTROL RISK ASSESSMENT TYPICALLY COMPRISES SEVERAL INTERCONNECTED COMPONENTS. THESE
COMPONENTS WORK IN TANDEM TO PROVIDE A HOLISTIC VIEW OF THE ORGANIZATION'S RISK LANDSCAPE AND THE EFFECTIVENESS
OF ITS EXISTING CONTROLS. UNDERSTANDING THESE ELEMENTS IS CRUCIAL FOR DESIGNING AND EXECUTING A MEANINGFUL
ASSESSMENT. THE PROCESS GENERALLY BEGINS WITH DEFINING THE SCOPE AND OBJECTIVES OF THE ASSESSMENT, FOLLOWED BY
THE IDENTIFICATION OF POTENTIAL RISKS.



Risk IDENTIFICATION

THIS INITIAL PHASE INVOLVES BRAINSTORMING AND DOCUMENTING ALL POTENTIAL RISKS THAT COULD PREVENT THE
ORGANIZATION FROM ACHIEVING ITS OBJECTIVES. RISKS CAN STEM FROM VARIOUS SOURCES, INCLUDING INTERNAL OPERATIONS,
EXTERNAL MARKET FORCES, TECHNOLOGICAL ADVANCEMENTS, AND HUMAN ERROR OR MALFEASANCE. TECHNIQUES SUCH AS
INTERVIEWS WITH KEY PERSONNEL, REVIEW OF HISTORICAL DATA, PROCESS WALKTHROUGHS, AND INDUSTRY BEST PRACTICES
ANALYSIS ARE EMPLOYED TO UNCOVER THESE POTENTIAL THREATS. FOR EXAMPLE, A RISK MIGHT BE THE UNAUTHORIZED ACCESS
TO SENSITIVE CUSTOMER DATA, OR A PROCESS BREAKDOWN LEADING TO PRODUCTION DELAYS.

Risk ANALYSIS

ONCE RISKS ARE IDENTIFIED, THEY MUST BE ANALYZED TO UNDERSTAND THEIR POTENTIAL SEVERITY. THIS ANALYSIS TYPICALLY
INVOLVES TWO KEY DIMENSIONS: THE LIKELIHOOD OF THE RISK OCCURRING AND THE POTENTIAL IMPACT IF IT DOES OCCUR.
LIKELIHOOD CAN BE ASSESSED QUALITATIVELY (E.G./ HIGH, MEDIUM, LO\X/) OR QUANTITATIVELY (E.G.I PERCENTAGE
PROBABILITY). IMPACT CAN ALSO BE ASSESSED QUALITATIVELY (E.G., SIGNIFICANT, MODERATE, MINOR) OR QUANTITATIVELY IN
TERMS OF FINANCIAL LOSS, OPERATIONAL DISRUPTION, OR REPUTATIONAL DAMAGE. THIS STEP HELPS IN PRIORITIZING WHICH
RISKS REQUIRE THE MOST IMMEDIATE ATTENTION AND RESOURCES.

ConTroL DESIGN AND EVALUATION

FOR EACH IDENTIFIED AND ANALYZED RISK, AN EVALUATION OF EXISTING INTERNAL CONTROLS IS PERFORMED. THIS INVOLVES
DETERMINING IF CURRENT CONTROLS ARE ADEQUATELY DESIGNED TO PREVENT OR DETECT THE RISK. |[F CONTROLS ARE FOUND TO
BE INADEQUATE OR NON-EXISTENT, NEW CONTROLS NEED TO BE DESIGNED OR EXISTING ONES MODIFIED. CONTROL ACTIVITIES CAN
BE PREVENTIVE (DESIGNED TO STOP ERRORS OR FRAUD BEFORE THEY OCCUR) OR DETECTIVE (DESIGNED TO IDENTIFY ERRORS OR
FRAUD AFTER THEY HAVE OCCUERED). EXAMPLES INCLUDE SEGREGATION OF DUTIES, AUTHORIZATION PROCEDURES, PHYSICAL
SAFEGUARDS, AND INDEPENDENT RECONCILIATIONS.

CoNTROL IMPLEMENTATION AND MONITORING

AFTER CONTROLS ARE DESIGNED, THEY MUST BE EFFECTIVELY IMPLEMENTED AND CONSISTENTLY MONITORED. IMPLEMENTATION
INVOLVES PUTTING THE CONTROL ACTIVITIES INTO PRACTICE AND ENSURING THAT RELEVANT PERSONNEL ARE TRAINED ON THEIR
RESPONSIBILITIES. MONITORING IS AN ONGOING PROCESS TO ENSURE THAT CONTROLS ARE OPERATING AS INTENDED AND REMAIN
EFFECTIVE OVER TIME. THIS CAN INVOLVE PERIODIC REVIEWS, MANAGEMENT TESTING, AND INTERNAL AUDITS. DEVIATIONS OR
CONTROL FAILURES IDENTIFIED DURING MONITORING TRIGGER A RE-TASSESSMENT OF THE RISK AND A POTENTIAL REDESIGN OR
REINFORCEMENT OF THE CONTROLS.

A PrACTICAL INTERNAL CONTROL Risk ASSESSMENT EXAMPLE

TO ILLUSTRATE THE PROCESS, LET'S CONSIDER A COMMON SCENARIO: MANAGING ACCOUNTS PAYABLE IN A MEDIUM-SIZED RETAIL
COMPANY. THE OBJECTIVE IS TO ENSURE THAT PAYMENTS ARE AUTHORIZED, ACCURATE, AND MADE TO LEGITIMATE VENDORS,
THERERY PREVENTING FRAUD AND FINANCIAL MISSTATEMENT. THIS EXAMPLE WILL WALK THROUGH THE STEPS OF IDENTIFYING,
ASSESSING, AND CONTROLLING RISKS WITHIN THIS SPECIFIC FUNCTION.

IDENTIFYING AND CATEGORIZING RISkS IN ACCOUNTS PAYABLE

THE FIRST STEP IS TO BRAINSTORM POTENTIAL RISKS ASSOCIATED WITH THE ACCOUNTS PAYABLE PROCESS. THIS MIGHT
INVOLVE A CROSS-FUNCTIONAL TEAM INCLUDING MEMBERS FROM FINANCE, OPERATIONS, AND INTERNAL AUDIT. COMMON RISKS IN
THIS AREA COULD INCLUDE:



e PAYMENT TO A FICTITIOUS VENDOR.
e DUPLICATE PAYMENT FOR THE SAME INVOICE.
e PAYMENT FOR GOODS OR SERVICES NOT RECEIVED.
e UNAUTHORIZED PAYMENT APPROVALS.
® |NCORRECT PAYMENT AMOUNTS DUE TO DATA ENTRY ERRORS.
® THEFT OF COMPANY FUNDS THROUGH FRAUDULENT INVOICES.
® | ATE PAYMENTS LEADING TO PENALTIES AND STRAINED VENDOR RELATIONSHIPS.
e FAILURE TO CAPTURE ALL LIABILITIES, LEADING TO AN UNDERSTATEMENT OF EXPENSES.
THESE RISKS CAN BE CATEGORIZED INTO SEVERAL TYPES: OPERATIONAL RISKS (E.G., DATA ENTRY ERRORS), FINANCIAL RISKS

(£.G., DUPLICATE PAYMENTS), FRAUD RISKS (E.G., FICTITIOUS VENDORS), AND COMPLIANCE RISKS (E.G., LATE PAYMENT
PENALTIES).

ASSESSING Risk LIKELIHOOD AND IMPACT

ONCE RISKS ARE IDENTIFIED, EACH IS ASSESSED FOR ITS LIKELIHOOD OF OCCURRENCE AND ITS POTENTIAL IMPACT. LET'S TAKE
THE RISK OF “PAYMENT TO A FICTITIOUS VENDOR.”

e LIKELIHOOD: IF THE COMPANY HAS A WEAK VENDOR ONBOARDING PROCESS AND NO STRINGENT CHECKS, THE LIKELIHOOD
MIGHT BE ASSESSED AS “HIGH.” IF THERE ARE DOCUMENTED PROCEDURES AND REGULAR REVIEWS, IT MIGHT BE “MeDIUM”
1" "
or "Low.

e |IMPACT: THE IMPACT OF PAYING A FICTITIOUS VENDOR COULD RANGE FROM A MINOR LOSS OF FUNDS TO SIGNIFICANT
FINANCIAL DRAIN AND POTENTIAL LEGAL ISSUES, SO THE IMPACT MIGHT BE ASSESSED AS “HigH.”

SIMILARLY, A “DUPLICATE PAYMENT FOR THE SAME INVOICE” MIGHT HAVE A “MEDIUM” LIKELIHOOD IF INVOICES ARE NOT
SYSTEMATICALLY CHECKED AGAINST PAYMENT RECORDS, AND A “MODERATE” IMPACT, ESPECIALLY IF CAUGHT EARLY. A “LATE
PAYMENT” MIGHT HAVE A “MEDIUM” LIKELIHOOD DEPENDING ON CASH FLOW MANAGEMENT AND A “Low To MoDERATE” IMPACT
UNLESS IT BECOMES A RECURRING ISSUE.

DeVELOPING AND IMPLEMENTING CONTROL ACTIVITIES

BASED ON THE RISK ASSESSMENT, APPROPRIATE CONTROL ACTIVITIES ARE DEVELOPED. FOR THE RISk OF “PAYMENT TO A
FICTITIOUS VENDOR” (HiGH LIKELIHOOD, HIGH IMPACT), EFFECTIVE CONTROLS WOULD BE CRUCIAL:

o CONTROL: IMPLEMENT A FORMAL VENDOR ONBOARDING PROCESS THAT REQUIRES THE SUBMISSION OF W/ -9 FORMS (OR
EQUIVALENT) AND VERIFICATION OF VENDOR DETAILS AGAINST OFFICIAL RECORDS BEFORE A VENDOR IS ADDED TO THE
MASTER FILE.

o CoNTROL: REQUIRE A THREE-WAY MATCH: PURCHASE ORDER, RECEIVING REPORT, AND VENDOR INVOICE BEFORE
PROCESSING A PAYMENT.

o CONTROL: IMPLEMENT SYSTEM CONTROLS THAT PREVENT PAYMENTS FROM BEING PROCESSED IF A VENDOR IS NOT IN THE
APPROVED VENDOR MASTER FILE.



FOR THE RISK OF “DUPLICATE PAYMENT FOR THE SAME INVOICE” (MEDIUM LIKELIHOOD, MODERATE IMPACT):

o CONTROL: IMPLEMENT AUTOMATED DUPLICATE INVOICE CHECKS WITHIN THE ACCOUNTING SOFTWARE, FLAGGING ANY
INVOICE NUMBER THAT HAS ALREADY BEEN PROCESSED FOR PAYMENT.

o CONTROL: IMPLEMENT A SEGREGATION OF DUTIES WHERE THE PERSON APPROVING PAYMENTS IS DIFFERENT FROM THE
PERSON ENTERING INVOICES INTO THE SYSTEM.

For “UNAUTHORIZED PAYMENT APPROVALS” (MEDIUM LIKELIHOOD, HIGH IMPACT):

o CONTROL: ESTABLISH CLEAR APPROVAL LIMITS BASED ON THE DOLLAR AMOUNT OF THE PAYMENT.
¢ CONTROL: REQUIRE DUAL AUTHORIZATION FOR PAYMENTS EXCEEDING A CERTAIN THRESHOLD.

o CONTROL: IMPLEMENT AN ELECTRONIC APPROVAL WORKFLOW THAT LOGS ALL APPROVALS AND TIMESTAMPS.

MONITORING AND EVALUATING CONTROL EFFECTIVENESS

THE IMPLEMENTED CONTROLS MUST BE CONTINUOUSLY MONITORED. THIS COULD INVOLVE:

® MANAGEMENT REVIEW: REGULAR REVIEW OF PAYMENT BATCHES AND EXCEPTION REPORTS BY THE ACCOUNTS PAYABLE
MANAGER.

o |[NTERNAL AUDIT: PERIODIC TESTING OF THE VENDOR ONBOARDING PROCESS AND INVOICE PAYMENT PROCEDURES BY THE
INTERNAL AUDIT DEPARTMENT.

* DATA ANALYTICS: USING DATA ANALYTICS TOOLS TO IDENTIFY ANOMALIES IN PAYMENT PATTERNS, SUCH AS MULTIPLE
PAYMENTS TO THE SAME ADDRESS FROM DIFFERENT VENDORS, OR UNUSUALLY LARGE PAYMENTS.

IF MONITORING REVEALS THAT A CONTROL IS NOT OPERATING EFFECTIVELY (E.G., A DUPLICATE PAYMENT STILL SLIPPED
THROUGH), THE RISK ASSESSMENT PROCESS IS REVISITED. THE ROOT CAUSE OF THE CONTROL FAILURE IS IDENTIFIED, AND EITHER
THE CONTROL ITSELF IS ENHANCED OR A NEW CONTROL IS INTRODUCED. THIS CYCLICAL NATURE ENSURES THAT THE INTERNAL
CONTROL SYSTEM REMAINS ROBUST AND ADAPTS TO NEW THREATS OR WEAKNESSES.

BENEFITS OF A PROACTIVE RISk ASSESSMENT

CONDUCTING REGULAR AND THOROUGH INTERNAL CONTROL RISK ASSESSMENTS OFFERS NUMEROUS BENEFITS TO AN
ORGANIZATION. BEYOND THE IMMEDIATE GOAL OF MITIGATING RISKS, IT FOSTERS A CULTURE OF AW ARENESS AND RESPONSIBILITY
THROUGHOUT THE COMPANY. THIS PROACTIVE STANCE SIGNIFICANTLY REDUCES THE LIKELIHOOD OF COSTLY ERRORS, FRAUD,
AND COMPLIANCE FAILURES. BY IDENTIFYING POTENTIAL ISSUES BEFORE THEY ESCALATE, BUSINESSES CAN AVOID SIGNIFICANT
FINANCIAL LOSSES, PROTECT THEIR REPUTATION, AND ENSURE BUSINESS CONTINUITY.

MOREOVER, A WELL-EXECUTED RISK ASSESSMENT CAN LEAD TO INCREASED OPERATIONAL EFFICIENCY. BY UNDERSTANDING THE
RISKS INHERENT IN VARIOUS PROCESSES, ORGANIZATIONS CAN STREAMLINE WORKFLOWS, ELIMINATE REDUNDANT STEPS, AND
IMPLEMENT CONTROLS THAT ENHANCE ACCURACY AND SPEED. THIS LEADS TO BETTER RESOURCE ALLOCATION AND IMPROVED
OVERALL PERFORMANCE. ULTIMATELY, A STRONG INTERNAL CONTROL FRAMEWORK, BUILT UPON A SOLID RISK ASSESSMENT
FOUNDATION, IS A CRITICAL ENABLER OF SUSTAINABLE GROWTH AND LONG~TERM SUCCESS.



FAQ

Q: WHAT IS THE PRIMARY GOAL OF AN INTERNAL CONTROL RISK ASSESSMENT?

A: THE PRIMARY GOAL OF AN INTERNAL CONTROL RISK ASSESSMENT IS TO IDENTIFY, ANALYZE, AND EVALUATE POTENTIAL RISKS
THAT COULD PREVENT AN ORGANIZATION FROM ACHIEVING ITS OBJECTIVES, AND TO DETERMINE THE EFFECTIVENESS OF EXISTING
CONTROLS IN MITIGATING THOSE RISKS.

QZ How OFTEN SHOULD AN INTERNAL CONTROL RISK ASSESSMENT BE PERFORMED?

A: THE FREQUENCY OF AN INTERNAL CONTROL RISK ASSESSMENT DEPENDS ON VARIOUS FACTORS, INCLUDING THE
ORGANIZATION'S SIZE, COMPLEXITY, INDUSTRY, REGULATORY ENVIRONMENT, AND THE PACE OF CHANGE WITHIN THE BUSINESS.
GENERALLY/ IT SHOULD BE PERFORMED AT LEAST ANNUALLY, AND MORE FREQUENTLY IN DYNAMIC ENVIRONMENTS OR AFTER
SIGNIFICANT CHANGES.

QI \WHAT ARE THE TYPICAL CATEGORIES OF RISKS ASSESSED?

A: TYPICAL CATEGORIES OF RISKS ASSESSED INCLUDE FINANCIAL RISKS, OPERATIONAL RISKS, COMPLIANCE RISKS, STRATEGIC
RISKS, AND INFORMATION TECHNOLOGY RISKS.

QI \WHAT IS THE DIFFERENCE BETWEEN RISK LIKELIHOOD AND RISK IMPACT?

A: RISK LIKELIHOOD REFERS TO THE PROBABILITY THAT A SPECIFIC RISK EVENT WILL OCCUR, WHILE RISK IMPACT REFERS TO THE
MAGNITUDE OF THE CONSEQUENCES IF THE RISK EVENT DOES OCCUR.

Q: CAN AN INTERNAL CONTROL RISK ASSESSMENT BE PERFORMED WITHOUT EXTERNAL
HELP?

A: YES, AN INTERNAL CONTROL RISK ASSESSMENT CAN BE PERFORMED BY INTERNAL STAFF, OFTEN A DEDICATED INTERNAL AUDIT
TEAM OR A CROSS-FUNCTIONAL COMMITTEE. HO\X/EVER, ENGAGING EXTERNAL CONSULTANTS CAN PROVIDE SPECIALIZED
EXPERTISE, AN OBJECTIVE PERSPECTIVE, AND BEST PRACTICE INSIGHTS.

Q: WHAT IS A CONTROL ACTIVITY IN THE CONTEXT OF RISK ASSESSMENT?

A: A CONTROL ACTIVITY IS A POLICY OR PROCEDURE THAT HELPS ENSURE MANAGEMENT DIRECTIVES ARE CARRIED OUT AND
THAT IDENTIFIED RISKS ARE MITIGATED. EXAMPLES INCLUDE AUTHORIZATIONS, RECONCILIATIONS, SEGREGATION OF DUTIES, AND
PHYSICAL SAFEGUARDS.

Q: How DOES AN INTERNAL CONTROL RISK ASSESSMENT CONTRIBUTE TO FINANCIAL
STATEMENT ACCURACY?

A: BY IDENTIFYING RISKS RELATED TO FINANCIAL REPORTING PROCESSES (E.G., DATA ENTRY ERRORS, IMPROPER REVENUE
RECOGNITION, UNAUTHORIZED TRANSACTIONS) AND IMPLEMENTING CONTROLS TO MITIGATE THEM, THE ASSESSMENT DIRECTLY
ENHANCES THE RELIABILITY AND ACCURACY OF FINANCIAL STATEMENTS.

QI WHAT ARE THE CONSEQUENCES OF NOT PERFORMING AN INTERNAL CONTROL RISK



ASSESSMENT?

A: THE CONSEQUENCES OF NOT PERFORMING AN ASSESSMENT CAN INCLUDE INCREASED SUSCEPTIBILITY TO FRAUD AND ERRORS,
SIGNIFICANT FINANCIAL LOSSES, OPERATIONAL INEFFICIENCIES, REPUTATIONAL DAMAGE, AND PENALTIES FOR NON-COMPLIANCE
WITH LAWS AND REGULATIONS.

QZ IS AN INTERNAL CONTROL RISK ASSESSMENT A ONE-TIME EVENT?

A: NO, IT IS A CONTINUOUS PROCESS. RISKS AND THE CONTROL ENVIRONMENT ARE CONSTANTLY EVOLVING, SO REGULAR
REASSESSMENT AND MONITORING ARE CRUCIAL TO MAINTAINING AN EFFECTIVE INTERNAL CONTROL SYSTEM.
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